MUHUCTEPCTBO HAYKM U BBICILIEI'O OBPA3OBAHIS POCCUMCKOM ®EJEPALIHN
(benepanbHOE roCyIapCTBEHHOE OIOKETHOE 00pPa30BaTEIbHOE YUPEXKICHUE
BBICILIETO 00pa30BaHUs
«TOonBATTUHCKHN rOCYAAPCTBEHHBI YHUBEPCUTET

OT/.04

(unoexc Oucyuniumo)

PABOYAS ITPOT'PAMMA JIUCIIMITVIMHBI

3anmra nHOOPMAITUH OT BPEAOHOCHOTO MMPOrPAMMHOTO 00SCIICUeHU S
(Haumenosanue OUCYUNIUHbL)

10 HAIPABJICHUIO IOATOTOBKU
13.03.03 DHepreTuyeckoe MalMHOCTPOEHUE
HaNpPaBICHHOCTH (MPOQHIIB)
JlBHUTaTenbHbIe YCTAHOBKH OCHMIOTHBIX MOOUIBHBIX CHCTEM

dopma 00ydeHUS: 3a09HAST
I'om mHabopa: 2025
OO6mast TpynoeMkocTh: 33E

PacnpeneieHue 4acoB AW CHUIIMHBI 10 CeMe CTPaM

CemecTp 8
DopMa KOHTPOJIS 3a4eT Hroro

Buj 3ansatun

Jlexiiun 4 4
JlabopaTopHbie - -
IIpakTuueckue - -
PykoBoacTBo: KypcoBbie paboTsl (ripoekThi) / PI'P - -
[TpomexyTouHast aTTeCTaIUs 0,25 0,25
Konrakthas pabora 4,25 4,25
CamocrostenbHas paboTta 100 100
Kontpoinb 3,75 3,75
Hroro 108 108

( )

AOKYMEHT NoArnncAH
SNEKTPOHHOW NOAMNNCLIO

Ceptudpmkar: 5934610046B32189459D067CABOBFO7E
Bnageneu: Nopuna Jlapnca HukonaesHa
[ewncteutenen: ¢ 27.08.2025 oo 27.08.2026
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PaGouyto nporpammy coctaBuii(u):
noneHt UMuOb, k.1.H. [lonsgkosa E.B.

(OoadcHocmy, yuernoe 3eanue, cmenetsb, Pavunus 1.0.)

(0oaarcHoCcmb, yuenoe 3ganue, cmenetsb, Pamuaus 1.0.)

PenienzupoBanue paboueii mporpaMMbl AUCITUTITAHBL:

OtcyTCcTBYET

Peuenszent

(OondcHoCcmb, yueHoe 36anue, cmenets, Qamunus H.0.)

Pabouas nporpamma qucHUILIMHBL cocTaBieHa Ha ocHoBanuu @I'OC BO u yyeOHoOro
IUIaHa

Cpoxk neiictBus padoueii mporpammsl 10 31 aBrycra 2030 roaa

YTBEPX/IEHO

Ha 3acenanuu nHCTUTYTa MHKEHEPHOU U SKOJIOIMUECKON O€30MacHOCTH

(mpotoxoi 3acenanus Ne 1 ot «01» centsiops 2024 r.).



1. Iles1b ocBOE HUSI U CITHTLIHHBI

Lenbto ocBoeHUS yueOHOM AUCIUILINHEI SIBISETCS (OPMUPOBAHUE Y CTYICHTOB 3HAHHI
nu HpeI[CTaBJ'ICHI/Iﬁ O CMBICJIIE, LCIAX M 3aJadax 3alldThl OT paSJ'[I/IqHI)IX BUIOB OHaCHOﬁ
KOMITBIOTEPHOH HH(GOPMAIINH, BKIIIOUasl BPEIOHOCHBIE TPOTPAMMBIL.

HpI/IO6peTeHHI)Ie 3HAHUA I103BOJIAT CTy)IeHTaM HpaBHJ'II)HO CTpOI/ITB CI/ICTeMy
AHTUBUPYCHOM 0€30MMaCHOCTH OPTaHHU3aIlUU, BBICTYITUTH B POJIM SKCIIEPTA TP paccieI0BaHUH
KOMITBIOTEPHBIX MPECTYIUICHHH, TPEIOTBpaliaTh MPOHUKHOBEHHE M PACIpPOCTPaHCHHE
BpeILOHOCHBIX HpOI’pﬁMM, a TaKKC KOHUICIIIHUAM, I/IHCTPYMGHTaM n MEcTodaM paCHO3HaBaHI/ISI
BPEIIOHOCHBIX MPOTpamMM, U OOIMM 3JIeMEHTaM aHainu3a BpejoHocHoro [10, TectupoBaHus u
arrectanuu 6e3onacHoctu 110 u OC.

2. Mecto mucuuniunsbl B cTpyktype OIIOII BO

JIMCUUIIIMHBI M IPAKTUKH, HA OCBOEHUHU KOTOPBIX 0a3upyeTcs JaHHAsI AUCHUILINHA:
- [IpousBoncTBenHas npaxktuka (npakrtuka B UT-chepe);
- YyebHas npaktuka (Ipoduaupyromas IpaKkTuka).

HI/ICHI/IHHI/IHBII/I IMPAaKTHUKH, IJI1 KOTOPBIX OCBOCHHC I[aHHOfI JUCHHITIITNHBI HCO6XOILI/IMO

KaK MpCAIICCTBYIOIICC:

- [IpousBoicTBEHHAs MpaKTHKa (MPeIIUIIIIOMHAs MPAKTHKA);
- ABTOMAaTH3aIMs B 9HEPTETUUECKOM MAIIIMHOCTPOCHUH .

3. Ilnanupyembie pe3yJbTaTbl 00y4e HUSA

DopmupyemMblie U
KOHTPOJIHpyeMble
KOMITe TCHIIMH
(Koa 1 HAMMEHOBAHUE)

HNuaukaTopsl
JOCTHKE HUS
KOMIIeTe HIIUH
(Koa 1 HAUMEHOBAHUE)

ILlnan HPYEMBIC PE3YJIbTAThI

VYK-1 Cnocoben
OCYIIECTBIIATH MOKCK,
KPUTUYECKHUI aHAJIU3 U
CHHTE3 HH(pOpMaIuH,
MPUMEHSTh CUCTEMHBIN
MOJIXOJ JUISl peICHHS
MOCTaBJICHHBIX 33724

VYK-1.8 Ucnonp3yer
3HAHUS THIIOB
BpenoHocHoro 10, ux
MPUHIUII ICUCTBUS U
KaHaJIbl TPOHUKHOBEHUS B

HHQPACTPYKTYPY

o0yueHHus
3HaTh:
-Tunbl  BpegoHocHoro IIO, wux
NPUHIMIN JCUCTBUS W  KaHAaJbI
MPOHUKHOBECHHUS B
MH(PACTPYKTYPY;
VYmMeTs:

- (uKcUpoBaTH TPHU MPOBEICHUN
CJI€ICTBEHHBIX IENUCTBUN
KPUMUHAIMCTUYECKUN 3HAYUMYIO
KOMITBIOTEPHYIO MH(pOpMaIHIO, B
TOM YHUCJE OCYIIECTBISATH €€
KOIMPOBAHMUE;

- OTIPEIETIATh MIPU3HAKH
BPEJAOHOCHOCTH  KOMITBIOTEPHBIX
porpamm,

- yMeTh pa3palaTbBaTh IIEJUI-
KOAbl M DOKCIUIOMTBHI B LEJSIX
MIPOBEACHUS BCECTOPOHHETO
aHaJIM3a 3alIIEHHOCTH

Bnaners

- HaBbIKAMM  HACTPOMKHM U
IIPOBEPKH CUCTEM 3allMTBl OT
BpenoHocHoro 110




4. CTpyKTypa M cofepKaHWe IHCHHILIHHBI

Mopnyab Bun HanmeHoBaHUe TeM 3aHATHI Cemectp | O0beMm, | Baaasl | UHTepakTHB, ®opmbl
(pa3zneJ) | yueOHoi (y4eOHoi1 padoThI) q. q. TeKyLIero
padoThbI KOHTPOJISA
(HamMeHOBaHHE
OLICHOYHOI'0
cpeacTBa)
Monyns | Jlek 1 Tema 1 Beenenue B aHanus 8 2 - - bank TecToBBIX
1 BPEIOHOCHBIX IIPOIPaMM 3aJaHui/
[lonstue 0 BpPEIOHOCHBIX Iporpammax. VYeTHbII onpoc
Knaccudukanust BpeJOHOCHBIX MPOTrpaMM  I10
OCHOBHBIM CBOMCTBAM u IIPU3HAKAM.
Knaccudukanus nporpaMm 1o cTeneHH OMacHOCTH
JUId 3ali@aeMod MHGOpMalMU U KOMIIbIOTEPHON
cuctembl. JlecTpyKTUBHBIE (YHKIIMU BPEJOHOCHBIX
nporpaMM. IloHsTHe O curHarype BpEZOHOCHOTO
nporpaMMHoro koza. lloHATne mOTEHUMATBHO
HexenarenpHoro [IO. IlpaBuna wuMeHoBaHUA U
noryomeHuss  BpenoHocHoro  [10.  [lpusnaku
npucyrctBus BpenoHocHoro [I0 B MC. Kanasnbl
NpoHUKHOBeHUsT BpeaoHocHoro [IO. Vsa3Bumbie
MecTa  MporpaMMHOro  obecrmeueHus  OBM,
CIOCOOCTBYIOIIME BHEJPEHUIO, COKPBITHIO,
paclpoCTpaHEHUID M 3alyCKy  BPEIOHOCHBIX
IIPOrPaMM.
Mogyne | Cp Tema 1 Beenenue B ananus 8 2 - IIpakTueckoe
1 BPEIOHOCHBIX TPOrpaMM 3ananue 1
HccnenoBanue  NECTPYKTUBHBIX — BO3MOXKHOCTEH
MOTCHIUAJIBHO OIIACHBIX ITPOTPAMM U KOMaHJ
Monyns | Jlek 2 Tema 2 Bpenonocnoe I10 kak cpenctBo coBepiieHus | 8 2 - - bank TecToBBIX
1 KOMIIBIOTEPHBIX IIPECTYIIIICHUN 3aJaHui/

IlonsiTne KOMNbIOTEpHBIX TpecTyrieHuil. [lonsaTue
KuOepnpecTymHuK W xXakep. Kiaccudukamus

YcerHbIM onpoc




XaKEPOB. [lonsiTne XaKepCKOH aTaKU.
Knaccudukanus xakepckux arTak. XaKepcKue
rpynnupoBku. lloHATHE AaHOHMMHOCTH B  CETH
HuTepuer. CpeacTsa 10CTHKEHHUSI aHOHUMHOCTH.

Mogyne | Cp Tema 2 Bpenonocnoe [10 kak cpecTBo COBEpLIEHUS IIpakTrueckoe
1 KOMITbIOTEPHBIX MPECTYIIICHU I 3ananue 2
HccnenoBanne BO3MOXKHOCTEN CKPBITOTO BHEPEHHUSI
U 3aIlycKa OIMAaCHBIX MPOTrpamMM
Monyns | Cp Tewma 2 Bpenonocnoe [10 kak cpecTBO coBepIICHUS [IpakTHueckoe
1 KOMIIBIOTEPHBIX TPECTYIIIICHUM 3amaHue 2
HccnenoBanyue BO3MOXHOCTEN CKPBITOrO BHEAPEHNUS
1 3aIlycKa OIMACHBIX MPOTrpamMm
Moayns | Cp Tema 3 M3yuenne GpyHKIIMOHATBHBIX BO3MOKHOCTEH bank TecToBBIX
1 BPEIOHOCHBIX IPOTPaMM 3aaHui/
OcHoBHbIE MIPU3HAKU u BO3MOXKHOCTH YcTHBIN onpoc
MaKpOBUPYCOB, CETEBBIX «UE€pBEil», MporpaMm
«yZaJeHHOTO aIMUHUCTPUPOBaHUD». Bo3aMokHOCTH
POrpaMM-«PYTKUTOBY. N3yuenue
(YHKIMOHAIBHBIX BO3MOXHOCTEH BpPEIOHOCHBIX
MPOrPaAMM. PexoMennanumn o
J3acceMOIMpOBaHUIO " HCCIIE0BAaHUIO
nporpaMMHOro kona. TpaccupoBka mporpamm.
Bo3moxnoctn nporpaMmm tuna ExeScope u
OllyDebugger.
Moayns | Cp Tema 3 N3yuenue GyHKIIMOHATBHBIX BO3MOXKHOCTEN [IpakTrueckoe
1 BPEIOHOCHBIX IIPOTPaMM 3amaHue 3
HccnenoBanue MHTEPIPETUPYEMBIX BPEIOHOCHBIX
nporpaMM (KOMaHIHBIX (hailJIoB, MaKpPOCOB |
CLIEHapHEB)
Monyns | Cp Tema 3 M3yuenne GpyHKIIMOHATBHBIX BO3MOKHOCTEH [IpakTHueckoe
1 BPEIOHOCHBIX IIPOrpaMM 3azaHue 3

HccnenoBanne WHTEPIPETHPYEMBIX BPEIOHOCHBIX
nporpaMMm (KOMaHIHBIX (DailioB, MakpocoB U
CIIEHApHUEB)




Monyns | Cp Tema 4 Cratuueckuii aHanu3 bank TecToBBIX
1 Onpenenenue tuna aina. Canuenue nHpopMamu 3aJaHui/
C TOMOUIBIO U(POBBIX OTIEYATKOB. X3 (PYHKIIHH. YeTHbIN onpoc
N3Bnedenne ctpok. CTpyKTypa NMaMsTH Ipolecca.
CrexoBbie Kaaphl. [lepemaua mapaMmeTpoB GyHKIIHH.
Cornamenust o BboBe ¢yHKuui. Ilepenonnenne
Oybepa. OmnacHple KoOHCTpykKiuu si3bika C.
OnHoOaiiToBoe  mepenonHeHue. JnHammdeckoe
BeiienieHre mnamsatd. Kywa. CrpykTypa ydacTKOB
Kydd. Anroput™ pabotsl pyHkuu free. CTpykTypa
MOJICTABHBIX YUACTKOB IIPU MEPEIOTHEHUH KyUU
Mogyne | Cp Tema 4 Cratnueckuii aHanus3 [IpakTueckoe
1 HccnenoBanue ysI3BUMOCTH TIEPEMIOTHEHUS KYqH 3ajanue 4
Mogynes | Cp Tema 4 Cratnueckuii aHanus IIpakTrueckoe
1 HccnenoBanust yas3BUMOCTH NEPETIOIHEHUS CTEKa 3ajaHue S
Mogynes | Cp Tema 4 Cratuueckuii aHanus [IpakTrueckoe
1 Knaccudukanuss  BpeOHOCHBIX  HpOrpaMm € 3agaHue 6
ucronb3oBanueM Y ARA
Moayns | Cp Tema 5 JInHamMuyecKuii aHAIU3 bank TecToBBIX
1 0O0630p TECTOBOM CpEJIbL. HNHCcTpyMEHTBI 3aaHui/
JUHAMHMYECKOTO0 aHanu3a (MOHMTOPHMHIa). 3axBaT YcrHblit onpoc
cereBoro Tpaduka ¢ momompo Wireshark. Dramsr
JUHAMMYECKOTO aHaiu3a. AHalu3 JIUMHAMHYECKU
noakiouyaeMon oubnuorexku (DLL). Ananuz DLL ¢
nomorpio rundll32.exe. Ananuz DLL ¢ nomommio
IIPOBEPKH IPOLIECCOB.
Monyns | Cp Tema 5 JInHaMu4yecKuii aHATU3 [IpakTHueckoe
1 Amnanu3 ucnonusiemoro ¢aiina Bpegonocuoro [10 3amanue 7
Monyns | Cp Tema 6 AHanu3 Ha MPaKTUKE bank TecToBBIX
1 3aaHmi/




[lpunoxenne s TeHEpUpPOBaHUS  TpaduKa:
SuperFunkyChat. Kypc ananuza ¢ mnomoupio
Wireshark.  Omnpenenenne CTpyKTypbl —Makera.
[TapcuHr makera cooOICHUS.

VYeTHbII onpoc

Mogyne | Cp Tema 6 AHanu3 Ha IpaKTHUKE IIpakTrueckoe

1 AHanIM3 TpoTOKOJIa C TOMOILIBIO 3ananue 8
Python.

Mogyns | Cp Tema 6 AHanu3 Ha paKTHUKE [IpakTrueckoe

1 AHanIM3 TpOTOKOJIA C TOMOIIBIO 3amanue 8
Python.

Monyns | Cp Tema 7 OOpaTHas pa3paboTKa MPUIOKEHUS bank TecToBBIX

1 KoMmnunsaTopsl, MHTEpHpeTaTopsl U acceMOJIephl. 3aJaHui/
Apxutektypa x86. CTaTH4eCKUH U AUHAMUYECKHIA YceTHbIM onpoc
00OpaTHBIN WHXUHUPHUHT. O0patHoe
MPOEKTUPOBAHUE YIIPABISIEMOT0 KOJa.

Moayns | Cp Tema 7 O6paTHas pa3paboTKa MPHIOKEHHUS [IpakTrueckoe

1 JlekoMIUIMpoBaHUE MPUIIOKEHUS. 3amanue 9

Moayns | Cp Tema 7 OOpaTHast pa3paboTKa MPUITOKECHUS [IpakTuyeckoe

1 JlexoMnuImpoBaHUe MPHIIOKEHUS. 3aganue 9

Moayns | Cp Tema 8 3aumra UC ot BpegonocHoro [10 bank TecToOBEIX

1 [Mpuniun 60pr6sI ¢ BpenonocHbM [10. AntnapaTHbie 3aJaHui/

cpencTsa 3allMThl. [IporpaMMHBbIe cpeacTBa 3alUTHL
AnTUBUpYCHBIE cpeacTBa. CpeicTBa 3allMThl OT
HCJH. Cpencra ananmsa Ttpaduka. Cpencrsa
npenoTBpaleHus yreuku uHopmanuu. Cpenctsa
MOHUTOpUHIa W aHaiau3a nponeccoB. Cpencraa
IPEOJOJCHUS  3alMTBL.  AJTOPUTM  IIOMCKA
BpenoHocHoro 110 B 3apaxennoit UC. Ilonsarue
nedexra [10. Onpenenenue ys3sumocteit. [lorstue
MeTpuku. Cuctema oneHku yszBuMocteil. [lonsatue
B3noma [10. Buner B3iroma I1O. 3ammra ot B3ioma
ITO. Texunuka 3aumThl OT B3oMa [10

YcTHbIM onpoc




Moayns | Cp Tema 8 3aumra UC ot BpenonocHoro 110 2 [IpakTuyeckoe
1 BHuenpenue ynaneHHOro McHojiHseMoro Qaiina uim 3aganue 10
HIeJI-KOa.
Mogyne | Cp Tema 8 3aumra UC ot BpenonocHoro 110 2 IIpakTrueckoe
1 Brenpenue ymaneHHOTo UCHojHseMoro Qaiiia uim 3aganue 10
HIEJII-KOA.
Monyns | Cp CamocrosTenpHOE  M3y4€HUE  Marepuana, He 56 bank TecToBBIX
1 BOLIE/IIIETO B KYPC JICKIUA 3aJaHui
ITA [TpomesxyTouHast aTTecTaIus 0,25 Bormpocsr K
3a4yery
K KonTpons 3,75
Cp Tema 8 3aumra UC ot BpegonocHoro [10 2 [IpakTrueckoe
BHenpenue ynaneHHOTO UCHOJHIEMOro Qaiiia mim 3ananue 10
IIeJUT-KOIa.
HUroro: 108




5. O0pa3oBaTteJ/ibHbIE TEXHOJOTHHU

Texnonorus ®opmbl 00yueHUs Mertozasl 00yueHust
TexHoJOTHA TPAAUUMOHHOIO | JIekius. Harmsoasie, CJIOBECHBEIEC,
o0ydyeHnusi — opranm3anus ydeOHoro | [IpakThueckoe 3aHSATHE. | MPAKTHYECKUE.
mporiecca B By3e, OCHOBaHHas Ha | CamocTosATeIbHAs
JEKIIMOHHO-CEMHHAPCKO-3a4ETHOU pabora.
dhopmax oOyueHus NunuBuyansHOE

JIOMaIlHee 3aJJaHue.
TexHosioruss MOayJILHOTO 00yueHust | Jlekuusi-koncynpramnus. | Pemmenue  cuTyallmOHHBIX
— opraHuzanusa ydeOHoro mporecca | CeMmunap ¢ | 3ama4.
JUTSI TIOJTHOTO OBJIAJICHUS COJIEp)KaHUEM | UCTIOJb30BaHreM MeToza | [Ipe3eHTannoHHbIN METO/.

oOpa3oBaTeNpHBIX  IpPOrpaMM  Ha
OCHOBE  HE3aBUCHUMBIX  y4EOHBIX
MOIylel ¢ y4eTOM HMHIMBUAYaJIbHBIX
MHTEPECOB u BO3MOKHOCTEN
CYOBEKTOB 00pa3oBaTeNbHOTO
mporecca.

aHaJm3a
CHUTYalUH.

KOHKPETHBIX

CamocrosTenbHas paboTa.
KoHncynpranus.
WNunuBuayanbHas padora.

NupopMannoHHble TEXHOJOTHH —
CreIaIbHBIE CIIOCOOBI, TPOTPaMMHEIE
Y TEXHUYECKHE CPEeICTBA (KUHO, ayTHO
— ¥ BUJICOCPECTBA, KOMITBIOTEPHI) ISt
paboTsl ¢ mHDOpManHEH

Jlexuus-npecc-
KOH(EepeHIusI.
BuzyanbHas nekius.

[Ipe3eHTamoHHbIA METO/.

6. MeToanyeckue YKa3zaHUuA 10 OCBOCHHUIO ITUCHHUIIJIUHBI

N3ydenne MUCIUTIIMHBI MPETyCMaTPUBACT YTCHUE JICKIIUH, TPOBEJCHUE TPAKTUIECKUX
3aHATUM, CAMOCTOSTEIbHOE U3YUEHUE CTIEIUAIbHOM JIUTEPATYPHI 110 BOIIPOCAM JEKIIUH.

H3yuenue meopemuuecko2o mamepuana onpenensercs padoueit yueOHoOU mporpaMmoit
JTUCLUUIUIMHBL, BKJIIOYEHHBIM B HEe MEpEeUHeM JIUTepaTypbl. PekoMeH1yeTcst Ipu MOAr0TOBKE K
3aHATHUSAM [TOBTOPUTH MaTepuaj IPeIIeCTBYIOIMX TEM JIEKIUH.

Ilpu noozomoeke K NpakmMuyecKomy 3auAmMurl0 HEOOXOIUMO H3YYUTh MaTEpUaJIbI
JIEeKLIUH, PEKOMEHIOBaHHYIO JIUTepaTypy. M3ydeHHbIl MaTepuan cieayeT IpoaHaIn3upoBaTh
B COOTBETCTBMM C IUIAHOM 3aHSTHUSA, 3aT€M IMPOBEPUTH CTEMNEHb YCBOCHHS COJIEpPKaHUS

BOITPOCOB.

Buowvl camocmosmenvhoii pabomwl 0dyuaowuxcs:
1. TloBTOpEeHHE TPOWIECHHOTO JIEKIIMOHHOTO MaTepuasa, YTCHHE PEKOMEHIOBaHHOM

JUTEPATYPHL

2. IloaroroBka K MpakTUYECKUM 3aHATHUSM.
3. PaboTa ¢ 21eKTpOHHBIMH HCTOYHUKAMU.

4. IloaroroBka Kk caade 3a4era.

CamocTosTenpHass paboTa OOydaloIMXCsl 3aKJIIOYaTcsd B HM3YYEHUH JUTEPATYpPHI,
JOTIOJTHSIONICH MaTepua, u3jJaraéMblil B JICKIIMOHHOM 4acTH Kypca. Heobxoaumo oBnaaeTh
HaBbIKaMU OuOMMOrpauyeckoro MOWCKa, B TOM 4YHCIE B CeTeBbIX MHTEepHET-pecypcax,
HAY4YHUTHCS COMOCTABIATH PA3IMYHBIC TOYKU 3PSHUS U OMPEISIATh METOIbI UCCIIE0BAaHUH.

Ilpu noozomoske Kk 3auemy cienyeT PYKOBOJICTBOBATHCS IMEPEUYHEM BOIPOCOB IS
MOJATOTOBKA K HMTOTOBOMY KOHTPONIO MO Kypcy. IIpm 3TOM HEoOX0AMMO YSICHUTH CYTh

OCHOBHBIX ITOHATHH JUCHUITIJIIMHBI.

IIpeanonaraercs, 4To, IpOCIIylaB JEKIUI0, 00Y4alOMMICS J0JKEH 03HAKOMUTBCS C
PEKOMEHIOBAaHHOM JINTEPATypOl U3 OCHOBHOTIO CIHMCKA, OCYLIECTBUTh MOUCK U KPUTHYECKYIO
OLICHKY MaTepHasa Ha caiitax lHTepHet, cobpaTh HE00X0IMMYI0 UH(OPMAITHIO




7. OueHo4YHbIE CPeJACTBA

7.1. ITacnopT OLlEHOYHBIX CPe/ICTB

Cemec Koa xonTpommpyemoi HaumeHoBaHue
P KOMIIeTe HIMHU (UJIH ee YaCTH) OLICHOYHOI'0 CPeICTBA
8 YK-1 Tecmosvie 3a0anusl.

Bonpocwt k 3auemy Ne 1-60.
Ipaxmuuecxue 3adanus Ne 1-10

7.2. TunoBble 3aJaHusl UJIH HMHbIe MaTepUAaJibl, HEOOXOAUMBIE JJIsl TEKYIero
KOHTPOJIst

7.2.1. IlpakTuuyeckoe 3ajaHue
(HauMeHOBaHUEe OYEHOUHO20 CPedCmBa)

[Ipaktrueckoe 3amanue 1. McciemoBanue  NECTPYKTHUBHBIX — BO3MOXKHOCTEH
MIOTEHIMAJIBHO OMACHBIX IIPOrPAMM U KOMaHJ,.

[IpakTnueckoe 3aganue 2. VcciaenoBaHWe BO3MOMXKHOCTEH CKPBITOTO BHEAPEHUS U
3alycKa OIacHbIX IPOrpaMM.

[IpakTnueckoe 3amanue 3. HccnemoBaHWE MHTEPHPETUPYEMBIX BpPEIOHOCHBIX
nporpaMm (KOMaHIHBIX (aiiI0B, MAKPOCOB U CIICHAPHEB).

[Ipaktrueckoe 3aganue 4. McciaenoBanue yI3BUMOCTH NEPENOIHEHUS KYUH.

IIpakTrueckoe 3aganue 5. MccnenoBanus ys13BUMOCTH IIEPEIIOIHEHUS CTEKA.

[Ipaktuyeckoe 3amanue 6. Kraccudukanus BpeIOHOCHBIX  MPOTrpamMM  C
ucrnoiab3oBaHneM YARA.

[IpakTuueckoe 3aganue 7. Ananus ucnoiHsemoro (aiina BperonocHoro 10

[TpakTraeckoe 3aganue 8. AHanu3 mpoTokoia ¢ momoipio Python.

IIpakTnyeckoe 3aganue 9. JleKOMIUIMPOBaHUE IPUIIOKEHUS

[IpakTuyeckoe 3aganue 10. Bueapenue yaaneHHOro UCoaHsAeMoro daiia Ui mes-
KoJa.

Tunosoii(bie) npumep(bl) 3agaHusi(uii)

Henb: ChopMupoBaTh MpaKTHUECKHE HABBIKK BBIBICHHS, 0€301aCHOTO BOCIIPOU3BEICHUS U
aHanM3a JECTPYKTUBHOTO BO3JAEHCTBUSA MOTEHIIMAIBHO OMACHBIX MPOrpaMM U CUCTEMHBIX
KOMaH/I, @ TAK)Ke OCBOMTHh MEXaHU3MBI UX OTPaHUYCHUS B H30JUPOBAHHON Cpejie.

3agaHue:

1. CrygeHT pa3BopauyrMBaeT BHPTYAJIbHYI0 MallMHY WM KOHTEHHEpP C OTKIIIOYEHHBIM
CETEBBIM JJOCTYIIOM.

2. B 3amanum monmenupyroTcs 6e30MacHbIe aHaJIOTH JECTPYKTUBHBIX CIIEHAPUEB: UCTOLICHHE
npoueccopuoro BpemeHu (fork-GomObI), TepemonHeHWEe AWCKOBOTO  MPOCTPAHCTBA,
OJI0KMPOBKa pecypcoB (aillIoBbIX CUCTEM U PEKYPCUBHOE yaJIeHUE TaHHBIX.

3. C momouplo HHCTPYMEHTOB MOHHMTOpHHra (strace, auditd, htop, iotop) ¢ukcupyercs
BIUsHUE KoMaHa Ha sApo OC 1 MIIaHUPOBUMK MPOLIECCOB.

4. Tlocme 6a30BOr0 BOCIIPOM3BEICHUS TPUMEHSIOTCS MEXaHU3MBI KOHTPOJIS: ulimit, cgroups
v2, seccomp, TOJUTUKH BbINOMHEHUA. [IpoBoauTCs MOBTOPHBIA 3amyck, (UKCUpyeTCs
cpabaTbhlBaHUE OTPaHUYECHUI.

5. PesympraTel odopmistorcss B BuAe OT4YETa € JIOTaMU TPACCUPOBKH, Tpadukamu
noTpeOICHNUS PECYPCOB M MATPHIICH «BEKTOP —> ySI3BUMOCTh — MEXaHHM3M 3aIIUTHD».

KpaTKOC ONMUCAHUE U PETNVIAMEHT BBIINMOJHEC HUA



1. I3yunth TeopeTnyeckuii MaTepuai i HOpMaTUBHO-IPABOBYIO 0a3y.
2. OpopMHUTH OTYET O MPAKTUIECKOH pabOTE B COOTBETCTBHH C TPEOOBAaHUSAMH K 0(hOpMIIC HUIO
IPAaKTHYECKUX paboT B COOTBETCTBUU C TEMATUKON 3aJaHHSL.

Kpurepun onenkn:

- OLIEHKA «3aYTEHO» BBICTABIISETCS CTYACHTY, €CJIN IPAKTUYECKOE 3aJaHNE BBIITOJIHEH O
IPaMOTHO WJIM UMEET HECYIICCTBEHHbIE 3aMeUaHUs, BRITOIHEH OTYET MO0 padoTe.

- OLICHKA «HE 3a4TEHO» BBICTABIAETCS CTYJCHTY, €CIIM IPAKTHYECKOE 3aJaHue He
BBIITOJIHCHO, UMCCT rpy6me OIJ_II/I6KI/I, HC IIOATOTOBJICH OTYCT.

7.2.2. TunoBoii mpuMep TeCTOBOT0 3aJaHUSI
TunoBoil npuMep TeCTOBBIX 3aJaHU

Kak HasbiBaeTCsA THIT aTakd, MPU KOTOPOM 3JIOYMBIIUICHHHK BbIIACT CeOs 32 COTPYIHHKA
TEXHUYCCKOM MOICPKKH IS TIOMYUCHHUS IOCTYIa K cUucTeMe?

BeiOepute 0/MH U3 4 BAPUAHTOB OTBETA!

1) OunmHr

2) Bunmur

3) Cinydpunr

4) CMUIIHT

Kpurepuu oneHku:
basibl HaUMCIIAIOTCS aBTOMAaTHYECKH TPONOPLIMOHANIBHO IPABUIIBHBIM OTBETAM.

7.3. OueHOYHBIE CPeICTBA JIJIsl MPOMEKYTOUHOM aTTe CTAIIMY 10 HTOraM OCBO€ HUsI
JTUCHUIINHBI

7.3.1. Bormpochbl K NPOMeKYTOYHOM aTTe CTallMu

Cemectp 8

Bomnpocsl k 3aueTy

BPEJIOHOCHBIX MTporpamMm?

1. | PackpoiiTe »3BOJIOLMIO BPEIOHOCHOTO IPOrPaMMHOIO OO€CleueHHus: OT TMEepPBbIX
HKCIEPUMEHTAIBHBIX BUPYCOB JI0O COBPEMEHHBIX 1I€JIeBbIX aTak. Kakue TexHoyiornueckue u
SKOHOMUYECKHE (HaKTOpPhl OOYCIOBUJIM  YCIOXHEHUE CTPYKTYpbl H  (PyHKIHOHaNA

CTENEHU aBTOHOMHOCTH, YPOBHIO TpeOyeMbIX MPUBUIIETUI).

2. | JlaliTe pa3BépHYTOE OIpeNeeHne TEPMHUHA «BPEIOHOCHOE MPOTPAMMHOE OOECTICUCHHE.
OnuumTe OCHOBHBIE KPUTEPUHU KiaccHUKaAUHU (MO LeNH, Cnocoly pacnpocTpaHeHus,

uHcTpyMeHTaMu. [IpuBeauTe npruMepsl peanbHbIX IpeICTaBUTENeH KaXKI0ro Kiiacca.

3. | OObscHUTE pa3IUYHe MEXIYy BUPYCaMHU, CETEBBIMU UYEPBSMH, TPOSHCKUMH IPOTPAMMaMHU,
nporpamMmamu-mmdposaibimkamMu, MMuoHCKuM [10 U ynanéHHBIMU aIMUHUCTPATUBHBIMU

yrpo3si?

4. | OnuumTe apXUTEKTypHbIE OCOOEHHOCTH COBPEMEHHBIX MHOIOKOMIIOHEHTHBIX BPEIOHOCHBIX
nporpamm (3arpy3uuk, MOJyNb 3aKpEIUICHUS, MOAYJIb SKCPHUIBTPALUHU, KITUECHT KOMaH/IHOTO
LEHTpa). 3a4eM MCIOJIb3YyeTCsd MOIYJIbHAs apXUTEKTypa M KaK OHa BIMAET Ha JKUBYYECTb

MPOAKTUBHOM 3alUTHI?

5. | PackpoiiTe TOHSATHE «UHIMKATOPHI KOMIpoMeTanuu». Kakue THIIBI HHIUKATOPOB
UCIIOJB3YIOTCA MpU aHaiu3e BpeaoHocHoro IO M kak OHU NPUMEHSIOTCA B CHCTEMax




OOpsicHUTE KOHLENIHUIO <CKU3HEHHOIO IMKJIA BPEIOHOCHOM mporpammbl»y. Kak 3Tamsl
JIOCTaBKU, BBINOJIHEHHUS, 3aKPEIJICHH S, IOBBIIIEHUs TPUBUIIETUH, OOKOBOIO NEpEeMELICHHS U
skcuibTpanuu cootnocsTes ¢ monenbto MITRE ATT&CK?

OxapaKTepmyﬁTe BIIUAHUEC JICTUTHUMHBIX CHUCTCMHBIX YTHIIMT Ha Pa3BUTHEC BPCIOHOCHBIX
texHomorui. Kak 3JIOYMBIIUICHHUKHN HCIOJB3YIOT aJIMUHUCTPATUBHBIC HWHCTPYMCHTEL
OMEpallMOHHBIX CUCTEM JIs1 COKPBITHUA aKTUBHOCTH?

Packpoiite conmepxkanue moOHATHS «dain-aponmep» U «dain-moaaep». B uém  ux
MPUHIOUTTAATIBHOC OTJINYXC U KaK OHU UCITOJIB3YIOTCS B MHOT'O3TAITHBIX LICITOYKAaX Sapa)KeHI/ISI?

OOBsicHUTE, TOYEMY COBPEMEHHBIE BpPEJOHOCHBIE IPOrpaMMbl AKTUBHO HCIOJIB3YIOT
nMQpoBaHue, YIaKkoBKy U o0dyckaruio. Kakue MeToabl IPUMEHSIOTCS A KaXKJI0TO U3 3TUX
MEXaHHU3MOB COKPBITHSI?

10.

Onunmre posib M30JIMPOBAHHBIX CPEXl UccienoBaHUs B aHaiu3e BpenoHocHoro I10. Kakue
OTpaHUYECHUsI BUPTYaJIbHON MalIMHBI HEOOXOMMO YUUTHIBATh NMPU TMHAMUYECKOM aHAJIM3E,
9TOOBI U30€XKATH IETEKTHPOBAHUS 00pa3ioM?

11.

PackpoiiTe OCHOBHBIE MEXaHU3MBl COXPAaHEHMs JOCTyNa B OIEpPAalMOHHBIX CHCTEMax
Windows wu Linux. Kak 3710yMbIIUIEHHUKM HMCHOJB3YIOT CHUCTEMHBIM peectp,
3arIaHUPOBAHHBIE 337a4UH, CIIYKObl U KOH(UTYpallMOHHbIE (aiiiibl?

12.

OOBsicHUTe MpUHIUN pabOTHl MeXxaHM3Ma 3axBaTa 3arpy3ku Oubmmorek. Kakue ycnmoBus
HEOOXOUMBI JUIsl YCHEIIHON 3KCILTyaTallui JAaHHON TEXHUKH U KaK MOKHO 3allUTUTHCS OT
Heé Ha YpOBHE KOH(UTYpaIluu MPHIIOKEHU?

13.

OnunmTe METOMABI CKPBITUS TPOIECCOB, (alIOB U CETEBBIX COSAMHEHUN B COBPEMEHHBIX
ONepalloOHHbIX cucTeMax. Kak HCHoONb3yrOTCS TEXHOJOTUM PYTKUTOB Ha ypOBHE sijipa U
I10JIb30BaTEIbCKOT0 IPOCTPaHCTBA?

14.

PaCKpOﬁTC MOHATUC «UHBCKIHA B IPOLECCCH. Onunmre TEXHUKHU BHCAPCHUA TUHAMHWYCCKUX
OuOIHMOTEK, BRIpE3aHus mpolecca U peIeKCUBHON 3arpy3ku. B uém ux npeumyinectsa s
aTaKyIoIero?

15.

OOBsicHUTE, KaK BpEAOHOCHBIE TPOTrPAMMBI 00XOIIT MEXaHU3MbI KOHTPOJIS YUETHBIX 3aIIMCei
B Windows. Kakue Texnuku 006xoz1a Haubosee pacipocTpaHeHbl M KaK OHU MACKHPYIOTCS [TOJT
JETUTUMHbBIE NeHCTBUSA?

16.

OxapakTepu3yiTe METOJbl 00X0/la AHTHBUPYCHOTO CKaHUPOBaHHWSA. Kak HCIOIB3yrOTCS
noauMopusM, Meramophusm, mMdpoBaHUEe MOJIE3HOW HATPY3KU U BPEMEHHBIC 3a/IE€PKKU
BBINOJIHEHU S ?

17.

Packpoiite comepkanme monsTHS «BpenoHocHoe [IO 06e3 ¢aiino». Kak BbemomHseTcs
UCIIOJIHEHHE KOJIa B ONIEPaTUBHOM MaMsTH 0e3 3aIIMCH Ha IMCK U KaKue apTe(aKThl OCTAIOTCA
B CUCTEME I0CJIE TaKOi aTaku?

18.

OOBsicHUTE MEXaHU3MBbl COKPBITHSI CETE€BOM aKTMBHOCTU BPEAOHOCHBIX Iporpamm. Kak
UCIOJIB3YIOTCS TYHHEIMPOBAHNE Yepe3 MPOTOKOJI IOMEHHbBIX UMEH, M (poBaHUe Tpaduka 1
JIETUTUMHBIE 00JIa4YHbIE CEPBUCHI?

19.

OnuimTe TEXHUKU AHTUOTJIAJAKU U aHTHUAHAJIN3a, IPUMCHACMEBIC B COBPCMCHHBIX 06pa311ax
BpenoHocHoro I10. Kak peanusyroTcs mpoBepky HaATU4KS OTIaUMKa, BUPTYaJIbHON MaIMHbI
U U30JIMPOBaHHOM cpebl?

20.

PackpoiiTe BaMsHHE MEXaHU3MOB O€30MACHOW 3arpy3Kd © KOHTPOJIA IETOCTHOCTH
HayaJbHOTO 3arpy3yrka Ha BO3MOXHOCTH 3aKpEIUICHHUS BPEJIOHOCHOTO KOJa Ha PaHHUX
JTanax MHULIHAIN3aIH ONlepaliiOHHON CHCTEMBI.

21.

OObsicHuTe TPHUPOAY YA3BUMOCTH TIEpENOJHEHHUs] CTeka BbI3OBOB. Kak mpoucxoaut
nepes3anuch ajapeca BO3BpaTa W YTO HEOOXOAMMO JUIsl YCHEIIHON SKCIUTyaTalud B
COBPEMEHHBIX YCJIOBUAX C BKIIOUYEHHBIMHU MEXaHU3MaMU 3alUThI?

22.

PaCKpOﬁTC 0COOEHHOCTH YA3BUMOCTHU  IICPCIIOJIHCHUA HHHaMquCKOﬁ namsatu. Yem
OTJIMYACTCA YIIPABJIICHHUC IMaMATBIO B KY4Y€ OT CTCKAa W KaK HCIOJb3YHOTCA @parMeHTauHs{,
aTaKH Ha CBA3HBIC CIIMCKHM U TCXHHUKHU pa6OTBI C KOIIIEM pacnpeneneHI/m?




23.

Onunmre KOHIENIMI0O NPOrpaMMHMpPOBaHUS, OPUEHTHPOBAaHHOrO Ha Bo3Bpar. Kak
dbopMupyroTca LEeno4YKd (PparMeHTOB KOAa W AN YEero OHU IPHUMEHSIOTCA MpU 00xoje
MEXaHHU3MOB 3alpeTa UCIIOJHEHUS JaHHBIX?

24,

OOBsicHUTE PUHLHUIBI pa0OTHI YA3BUMOCTEN THUIIA «MCIOJIb30BaHUE TIOCTIE OCBOOOKICHUS
U «JBOMHOE OCBOOOXAEHME». Kak OHM IKCIUTyaTHPYIOTCS Ul MOJIy4eHHs TPOU3BOIBLHOTO
YTEeHUS WIIH 3aITMCH TaMSITH ?

25.

Packpoiite conepkanue NOHATHS «yIaJEHHOE BBITOJTHEHHUE KoAay. Kakue BEKTOpbI JOCTaBKU
" YCJIOBUSA H606XOI[I/IMLI AT peain3alilui JaHHOI'O TUIla YA3BUMOCTHU B BGG-HpI/IHO)KeHI/ISIX u
CETEBBIX cepBHUCaX?

26.

Onunmre CTPYKTYpy MW JTambl pa3paboTkM Ieiui-kojga. Kak oOecredyuBaeTCcs €ro
MO3UIIHOHHO-HE3aBUCUMOE UCTIOTHEHHUE ¥ 00X0/T OTpaHUYCHUI Ha UCIOJIb30BAaHUE HYJIEBBIX
Oait?

217.

OOBsicHATE MEXaHU3Mbl 00XOJa COBPEMEHHBIX 3alMTHBIX (DIaroB KOMIIMJIATOpAa U
ONEpalOHHOW cUcTeMbl. Kakue TEeXHWKH TO3BOJSIOT CHU3HTH 3()()EKTHBHOCTH
paHAOMHU3AI1Y IPECHOTO IPOCTPAHCTBA, KAHAPEEK CTEKA U KOHTPOJIS IOTOKA BBIITOIHEHUS?

28.

PackpoiiTe 0coGeHHOCTH PKCILTyaTalluU YSI3BUMOCTEH B MHTEPIPETATOpax U BUPTYaIbHbBIX
MalMHax BbIIOJHEHUS. Kak IpoucXoanT BBIXOA U3 U30JIMPOBAHHON Cpebl HHTEPIIPETATOpPA
Y TTOJIy4€HHE KOHTPOJIA HaJ XOCT-CUCTEMON ?

29.

Oxapaktepu3yiTe ysa3BUMOCTH GopMara JOKyMEHTOB U MenuadaiinoB. Kak ucnoms3yroTces
MaKpOChl, BCTpauBaeMble OOBEKTHI, Mapcepbl MWPU(PTOB U AEKOAECPHl HM300paXKEHHUH I
JIOCTABKH MOJIE3HOU HArpy3Ku?

30.

OOBsicHUTE pOJIb aBTOMATU3UPOBAHHOTO (a33MHI-TECTUPOBAHUS B MOMCKE YS3BUMOCTEH.
Kakue Tumbel reHepaTopoB BXOAHBIX JaHHBIX CYIIECTBYIOT M KaK OHU HUHTETPUPYIOTCS B
npolecce pa3paboTkH 6e30MacHOro MPOrpaMMHOTo odecreyeHus?

31.

PackpoiiTe anropuTM NpoBeAEHHsS CTaTUYECKOro aHaiu3a ucnoiHsemoro (aiina. Kakue
MHCTPYMEHTBHl HUCIHOJIB3YIOTCS Ul aHalli3a CTPYKTYp 3arojoBKOB, TaONWIl UMIOpPTa U
9KCIIOPTA, CTPOK U pecypcoB?

32.

OOBsicHATE METOJIUKY AMHaMudeckoro aHaiusa BpernoHocHoro I10. Kak HacTpauBaetcs
M30JIMPOBaHHAs cpe/ia, KaKue CUCTEMHBIE BI30BBI M TPUKJIaAHbIE UHTEP(hEHChl MOHUTOPATCS,
KaK (PMKCHUpYeTCs ceTeBast aKTUBHOCTh?

33.

Onunmre npouecc paclnakoBKUM HCHONHSAEMBbIX (aiinoB. Kakue mpus3Haku ykas3blBalOT Ha
HaJIMYMe YIAKOBIIMKA ¥ KaK BOCCTaHABJIMBAETCS OPUTMHAIIBHBIN KOJI B OIIEpaTUBHOM aMsTH?

34.

PackpoiiTe mpUHIMIBI AEKOMIWIILIUKA U Au3acceMOnupoBanus. B uéMm paznuume mexmy
S9TUMH NOJXOJAaMU U KaKM€ OTpaHUYEHMsS BO3HUKAIOT IIPU BOCCTAHOBJICHHMM JIOTMKH W3
MAaIIMHHOIO KoJa?

35.

OOBsicHUTE Ha3HAYEHHE U CTPYKTYpY OTuU€Ta MO aHaJIM3y BpeIOHOCHOro oOpasma. Kakue
paszensl 00si3aTeNbHBl U1 Hepefadyd MH(OpMaluy aHAIWTHKaM LEHTPOB MOHMTOPHHIA
0€30MacCHOCTH U pa3pabOTYUKAM CPEICTB 3aIUTHI?

36.

OxapakTepusyiTe MeTO/Abl aHanu3a OO0QYCHUPOBAHHBIX CKPUIITOB M MakpocoB. Kax
BOCCTAHABIIMBAETCS UCXOHAS JIOTUKA IIPU UCIIOIb30BAHUH KOJAUPOBOK, KOHKaTEHALIMH CTPOK
U IMHAMUYECKOTO BBIMOJIHEHUS?

37.

Packpoiite conaepkaHue NOHATHS «CUTHATYpHBIA M IOBEJAEHYECKMH aHamm3». Kak
COBPEMEHHBIE CHUCTEMbl 3aIMTHl KOHEYHBIX TOYEK KOMOMHHPYIOT 00a moaxoia Juis
JETECKTUPOBAHMS HEU3BECTHBIX YTPO3?

38.

OOmbsicHUTE POJb MPOTPAMMHBIX OTJIAJIYMKOB B HccienoBanuu BpenoHocHoro [10. Kak
YCTAaHABIMBAIOTCS TOYKM  OCTaHOBA, AHAJIM3UPYIOTCS  PErHCTpbl  Mpoleccopa H
MOAU(PUIIUPYETCS TOTOK BHITOJIHEHUS?

39.

Onunmre METOOMKY aHalu3a BPEIOHOCHBIX JOKYMEHTOB. Kak HM3BIEKarOTCS BCTPOEHHBIE
O00BEKTHI, aHATU3UPYIOTCS BCTPOECHHBIE CKPUITHI U BOCCTAHABIMBAIOTCS LIEIIOYKH 3arpy3Ku
NI0JIE3HOW HArpy3Ku?




40.

Packpoiite 0COOEHHOCTH aHaJW3a BPEJOHOCHOTO IPOrPaMMHOIO OOECIEUEHUsS UL
MOOMIBHBIX TatdopMm. Kak wuccnemyroTcs NTakeThl NPHIOKEHHH, JIEKOHCTPYHUPYETCS
POMEXKYTOUHBIA KOJ ¥ aHATM3UPYIOTCS 3alPaIliBAEMBbIe pa3pereHust?

41.

OOBsicHUTE MEXaHU3MBbI BBITIOJIHEHUS BPEOHOCHBIX MAKPOCOB B OUCHBIX JToKyMeHTax. Kak
00X0ATCS HACTPOHKH 0€30MaCHOCTH M PEKUM 3alMIIEHHOTO ITpocMoTpa?

42.

Packpoiite ocoGeHHOCcTH KOoMaHIHOW o0onouku PowerShell kak MHCTpymMeHTa aTaku u
3anmThl. Kak MCmonp3yroTess MeXaHU3MBI 00X0/1a BCTPOCHHOTO MOHUTOPWHTA, OTPAHUYCHHUS
MOJTUTHK BBIMOJIHEHUS U TEXHUKU aBTOMAaTUYECKOM 3arpy3ku Koaa?

43.

OxapakTepu3yiTe yrpo3bl, CBI3aHHBIE C MHTEPIIPETUPYEMBIMH SI3bIKAMH TPOTPAMMHUPOBAHUSL
Kak o0OecrieunBaeTcsi CKpHITHOCTh BBIIIOJIHEHHS U 00X0]] CPEJCTB MOHUTOPUHTA ITPOLECCOB?

44,

OOBsicHUTE NPUHLHUIBI pabOThl BPEIOHOCHBIX CKPUIITOB aBTO3allycKa B PAa3JIMYHBIX
ONEpallMOHHBIX cucTeMax. Kak OHM MHTErpupyroTCsl B JIETUTUMHBIE IIPOLECCH] CUCTEMHOTO
aJMUHUCTPUPOBAHUSA?

45.

PackpoiiTe MeTo/bl JETEKTUPOBAHUS U OJIOKUPOBKU MHTEPIPETUPYEMBIX YIPO3 Ha YPOBHE
xocta M cetu. Kakue TMOIUTUKM BBIIOJIHEHUS U OIPAHUYEHMs] IPUMEHSIIOTCS B
KOPIOPaTUBHBIX MH()OPMAIIMOHHBIX CUCTEMAX?

46.

OOpsicHuTE Ha3HauY€HHE M CUHTAKCHC MpaBuil Kiaccupuxanuu BpenonocHoro I10. Kak
KOMOMHUPYIOTCSI CTPOKOBbIe, OaliTOBbIE M  YCJIOBHBIE BBIPAXKEHHUS JJIsI TOYHOU
UJICHTU(PUKAIIUY CEMEICTB yrpo3?

47.

Packpoiite MeTOAMKy pa3pabOTKM W TECTHpPOBaHMS Kiaccupuiupyrommx mpaBui. Kax
MUHUMU3HPYIOTCS JIOKHBIE CpadaThIBAaHUs U 00ECIIEUYNBACTCS MOKPHITHE MOTUMOP(PHBIX U
MeTamop(pHBIX 00pa3oB?

48.

OxapakTepu3yiTe BO3MOXHOCTM aBTOMATM3allMM aHainu3a BpenoHocHoro IIO0 ¢
ucnoibr3oBanueM s3bika Python. Kak mpumensitorcst Onbamorexu st pazdopa HCIIOIHIEMBIX
¢aitnos, au3acceMONMMpOBaHUs, KJIACCU(PUKALIMU 1 aHAJIN3a CETEBBIX TaKETOB?

49.

OOBsicHUTE MPHUHLMIIBI aHAJIM3a CETEBBIX MPOTOKOJIOB IPU HCCIEIOBAHUU BPEJOHOCHOMN
akTUBHOCTU. Kak pEeKOHCTpPYHpYIOTCSI CeCcCUU, U3BIEKAeTCsl IoJIe3Hash Harpyska H
JETEKTUPYIOTCS KaHAJIBI CBSI3U C KOMaHIHBIMU LIECHTpaMHu?

50.

Packpoiite conepxanue MOHATHS «ceTeBas CUTHaTypay». Kak cozmaroTcs mpaBuiia Juist CUCTEM
OOHApY)KEHHsI BTOPKCHHH C IIENbI0 OJOKMPOBKM H3BECTHBIX MATTEPHOB BPEIOHOCHOTO
Tpaduxa?

51.

OObsicHUTE apXUTEKTYpy U (YHKIHMH COBPEMEHHBIX CHUCTEM 3alUMThl KOHEUHBIX TOUYEK C
paclIMpeHHbBIM JIETEKTUPOBAaHUEM U pearupoBanreM. Kak odbecrieunBaeTcs cOOp TeaeMeTpuH,
KOppeJsIus COObITHI 1 aBTOMAaTU3UPOBAHHOE pearnpoBaHKe HA MHIIUJCHTHI?

52.

PackpoiiTe mpUHIMIIBI TOCTPOSHUS CUCTEMbl MOHUTOPHHTA O€3011aCHOCTH B KOPIIOPAaTUBHON
cetn. Kakue HCTOYHUKH >KypHAJIOB COOBITHH HEOOXOOUMBI IS JETEKTHPOBAHUS
BPEIOHOCHOM aKTUBHOCTH Ha PAHHUX CTalUAX?

53.

OxapakTepu3yiiTe mnpoluecc pearupoBaHMs Ha HHLUJCHTBI, CBA3aHHBIE C BPEIOHOCHBIM
IporpaMMHBIM oOecrieueHrueM. Kak opraHu3yeTcs M30isIus 3apaxEHHBIX Y3JI0B, cOOp
U POBBIX apTe(PaKTOB U BOCCTAHOBICHHE CUCTEM?

54,

OOBsicHUTE POJIb AAHHBIX 00 yrpo3ax B 3ammre oT BpeaoHocHoro I10. Kak ucnonesyrorcs
maTgopmMbl 0OOMEHa HMHAWKATOpaMU KOMIIPOMETAllMM M BHYTPEHHHE O0a3bl JaHHBIX IS
IPOAKTUBHOM 3alUThI?

55.

PackpoiiTe copepxaHue TMOHATHA «yA3BUMOCTb HYJIEBOro JHs». Kakue crTpareruu
OPUMEHSIOTCS Ul 3alldThl OT HEU3BECTHBIX SKCIUIOMTOB A0 BbIXOAAa OQUIMAIBHBIX
UCIIpaBJICHUI?

56.

Onunmre Metoasl Oe30macHOi SKCITyaTallMM YA3BUMOCTEM B TecTOBBIX cpenax. Kax
obOecrieynBaeTCsl M30JIALMS, KOHTPOJIb PECYpCOB U MPEOTBpAICHHE JaTepaaIbHOTO
NepeMEIEHHS B JaOOPaTOPHBIX CETSIX?

57.

OOBsICHUTE BIMSHUE COBPEMEHHBIX MEXaHM3MOB 3aIMTHI S/Ipa ONEPALMOHHON CUCTEMBI Ha
BO3MOXXHOCTU PYTKHTOB U BPEIOHOCHBIX JpaiiBepoB. Kakue orpaHu4YeHHs] HaKJIaIbIBAIOTCS
Ha MOJM(UKALUIO CTPYKTYp sapa?




58.

PackpoiiTe 0cOOEHHOCTH 3alUTHl BHUPTYAJIU3UPOBAHHBIX Cpel M KOHTEHHEpPOB OT
BPEJOHOCHOT'O NMPOrpaMMHOro obecrneueHus. Kakue pucku BO3HUKAIOT MPH aTakax BbIXOJA
U3 U30JISIUU U KaK OHU HEUTpamu3yroTcs?

59. | OxapakTepu3yiiTe HOPMATHBHO-IIPABOBBIE TPEOOBaHUS K 3ammTe OT BperoHocHoro [10 B
opranuzanusax. Kakue cTaHmapTel M pyKOBOAALME JOKYMEHTHI PErJIaMEHTUPYIOT
OpraHU3alMOHHBIE U TEXHUYECKHE MEPbI 3aIlUThI?

60. | OObsCHUTE DOTHYECKHE W IOPUIMYECKHE AaCIEeKThl HCCIEIOBAHUS BPEIOHOCHOTO
nporpaMMHoro obtecnedeHus. Kakue oOrpaHW4eHHMs YCTAHOBIEHBI 3aKOHOJATEIbCTBOM
Poccuiickoit @eaepanuu 1 Kak oOecrieynBaeTcsi COOTI0IEHUE aKaIeMUUECKON YeCTHOCTH IPH
BBIIIOJTHEHUH JTA00OPATOPHBIX M UCCIIEI0BATEIBCKIX PaOOT?

7.3.2. Kputepun 4 HOpMbI OLlEHKH
Cemectp dopMa npoBeeHUSA Kputepnu 1 HOpMbI OLIEHKH
MPOME Ky TOYH O
aTrecTaluy
8 3auer (1o «3a4TEHO» BrimonHens! BCE
HAaKOIIUTEILHOMY IpaKTHYeCKue padoThl,
pPEUTHUHTY) JTaHbI OTBETHI Ha
BOIIPOCHI 3a4eTa
«HE 3a4TECHO» He BBIITOJIHEHBI

MpaKkTU4YeCcKue paboThl,
HE JaHbl OTBETHl Ha
BOTMPOCHI 3a4eTa




8. YueOHo-MeTOAMYeCKOE M HH(POPMALMOHHOE o0ecneYeHue JUCHUIIIMHBI

8.1. Obs3aTe/IbHAA JTUTEPATYPa

Tun (yueOHUK,
yuyeOHoOe mocodue,

KoanuyecTBOo B

Ne yueOHo- N
ABTOPBI, COCTABUTEJIN 3arsiaBue (3aroJioBoK) I'ox u3nanus | HaAy4YHOI OMOJIMOTEKE
n/n MeTOoAUYeCKOoe
/ HammeHnoBanue IbC
nocoomue,
NPAKTUKYM, JP.)
1 | IIpoxoposa O. B. HNudopmanmonnas 6e30macHOCTb U y4eOHUK 2025 70c-Jlanp
3anmTa HHPOpMauu
2 | bapanona E. K. HNudopmanmonnas 6€30macHOCTh U yuebHOe mocobue 2026 706c-ZNANIUM
3ammTa nHGOpManumn
8.2. lonostHuTE IbHAS JINTEPATYPa
Tun (yueOHuK,
yuyeOHOe mocodue, K
0JIMY€eCTBO B
Ne yueOHo- N
ABTOPBI, COCTABUTEJIN 3arjiaBue (3aroJioBoK) I'ox u3nanus | Hay4YHo OnbIMOTEKE
n/n MeTOANYeCKoe
/ HammenoBanue IbC
nocooue,
NMPaKTUKYM, IP.)
1 | llanerun B. ©. HudopmanmonHas 6€30nacHOCTb U y4eOHOe TIoco0ue 2019 70c-IPRbooks
3anmTa HHPOpPMAaIUK
2 | I'munckas E. B. HNudopmanronnas 6e30macHOCTb ydebHoe mocobue 2021 36¢c-ZNANIUM
KoHCTpyKImit 9BM u cucrem
PeBnuBbIx A. B. HudopmarronHas 6e30MacHOCTh B y4ueOHOe Tocodue 2021 30c-1PRbooks

opraHu3anugax



https://e.lanbook.com/book/217445?category=1545
https://e.lanbook.com/book/217445?category=1545
https://e.lanbook.com/book/217445?category=1545

8.3. Ilepeuenb mnpodeccCHOHAIBHBIX 0a3 [JaHHBIX MW HHGOPMANMOHHBIX
CIIPaBOYHBIX CHCTEM

1. FREEDOM COLLECTION (ITonHOTeKCTOBasi KOJUIEKIUS JIEKTPOHHBIX JKypHAJIOB
Elsevier B.V.) https://www.sciencedirect.comV/ Heu3BecTHBIH

2. Nano Database http://nano.nature.com/ Ga3a gaHHBIX

3. Springer Materials http://materials.springer.com/ 6a3a maHHBIX

4.Springer Nature Protocols and Methods
https://experiments.springernature.com/sources/springer-protocols 6a3a maHHbIX

5. zbMath https://zbmath.org/ 6a3a nanHbIX

6.Springer Nature (ITommHOTEKCTOBAS KOJIICKITHS KYpPHAJIOB)
https://www.springernature.com/gp/products HeusBeCTHBIH

7. Springer eBooks (ITomHOTEKCTOBasE KOJUICKIHS 3JIEKTPOHHBIX KHUT HM3AAaTEIbCTBA
Springer Nature) https://link.springer.com/. Hen3BeCTHBII

8. ORBIT INTELLIGENCE  (IlarentHas ©6a3a kommanuu QUESTEL)
http://www.orbit.conV 6a3a manHBIX

9. CSD-ENTERPRISE (baza pannbix kommanumun CAMBRIDGE CRYST
ALLOGRAPHIC DATA CENTER) https://www.ccdc.cam.ac.uk/structures/ 6a3a gaHHBIX

10. ELIBRARY.RU  (onexTpoHHas Oubnmoreka  HaydyHbIX  IyOJIMKaI[uif)
http://elibrary.ru Hem3BecTHBIH

11. "T'apant" https://www.garant.ru/ UCC

12. "KoncynprautlImroc" https://www.consultant.ru/ ICC

13. "Konexc" https://kodeks.ru/ UCC

14. Texakcnepr https://cntd.ru/ ICC

8.4. IlepeuyeHb NPOrpaMMHOI0 00€cIeYe HUSA

Ne Hanmenopanme IO PexBHU3UTHI noronauopa
n/n (n1aTa, HomMep, CPOK JAeiicTBUS)
1 Windows Wlndov&is (doroBop Ne 690 ot 19.05.2015r.,
CPOK JIeHCTBUS - OECCPOUHO);
2 OfficeStandart  (doroBop Ne 690 or

19.05.2015r., cpok nelcTBHs - OECCpPOUYHO;

Horosop Ne 727 ot 20.07.2016r., cpok

JIEHCTBHS - OECCPOYHO)

3. Koncynerant+  (HoroBop  Nel522 ot
+

Koncynerant 25.12.2015, cpok neicTBHs - OECCPOUHO)

OfficeStandart

8.5. Omnmucanme MaTtepuajJbHO-TeXHHYECKOH 0a3bl, HeOOXOAUMOW s
ocyliecTBJIe HUSI 00pa30BaTeJIbLHOIO MPOLEeCcca MO AUCHUIIJIMHE

HaumeHoBaHue 000py10BaHHBIX Yy4YeOHBIX
ka0nHeTOB, Ja0opaTopnii, MaCTepCKHX H
Ne ap. 00bEKTOB s NpoBeIeHUs!
/N | NPaKTHYeCKUX U Ja00OpaTOPHBIX 3aHATHIA,
1omMe e Hui ISl CaMOCTOSITeIbHOI padoThl
o0yyaromuxcsi (HoMep ay AN TOPHH)

IlepeyeHb OCHOBHOTO 00OPY/IOBAHU S

1 [MoMerrieHre I CaMOCTOSATENBHOW padoThl | CTONBI-MIAPTHI ABYXMECTHBIC, CTYIIbS, CTOI
00yJaroIMXCs [IPEIoaaBaTEIbCKHii-, CTYII

1 -409 MIPEToIaBaTeIbCKUH, TepeABIKHAS JJOCKA,
9KpaH, POoIIECCOP, IIPOEKTOP,

KOMIIbIOTEPHBIE CTOJIbI, KOMIIBIOTEPHI IS
CTYACHTOB C BBIXOJIOM B CETb HMHTEPHET,
KOMIIBIOTEP MTPET01aBaTeNsl, CETEBOM IIKad



https://www.sciencedirect.com/
http://nano.nature.com/
http://materials.springer.com/
https://experiments.springernature.com/sources/springer-protocols
https://zbmath.org/
https://www.springernature.com/gp/products
https://link.springer.com/
http://www.orbit.com/
https://www.ccdc.cam.ac.uk/structures/
http://elibrary.ru/
https://www.garant.ru/
https://www.consultant.ru/
https://kodeks.ru/
https://cntd.ru/

HaumeHoBaHue 000py10BaHHBIX Yy4YeOHBIX
Ka0MHEeTOB, JadopaTopuii, MacTepCKUX M

Ne ap. 00bEKTOB st NpoBeAeHUsl

/N | NPaKTHYECKUX U Ja0OPAaTOPHBIX 3aHATHIA, Hepeuenr ocHoBHOro 060pyI0BAHUS
noMeIe HMi /151 CAMOCTOATEeJIbHOMH PadoThI
o0yyaromuxcsi (HoMep ayAM TOPHH)

2 [Momemenne st caMocToATeNnbHOW paboThl | CTONBL,  CTYAbs, CTeIaxud (B T.4.
obyuarormxcst YJIK-105 BBICTABOYHBIE) C KHUTaMU, MEPCOHAIbHBIC

KOMIIBIOTEPBI, MOOUITbHBIE paboure MecTa

3 Aynutopusi BeO-KOH(DepeHIIHIA. Cron  mpenojaBaTelIbCKUIA, JKpaH
YdeOHast ayqUTOpUS AJIs IPOBECHUS 3aHATHIA | TEICBU3UOHHBIA, poyTep, CTOWKa  JJs
JCKIIUOHHOTO THUTIA. TeleBu3opa, BeO. Kamepa, TpaHCIAPaHT-
VYyeOHas aymuTopus Ui IPOBEICHUS 3aHATHI | TIEPETKKA, nmpma, HAYIHUKH,
CEMHUHApPCKOT0 THTIA. KOMITBIOTED C BBIXOJIOM B MIHTEpHET.
YyeOnass  ayautopusi s KypCOBOIO
MPOCKTUPOBAHUS  (BBITOJTHEHUS KYPCOBBIX
pabor).
YueOHass  aymutopust Ui TPOBEACHHS
TPYIIOBBIX u WHIUBUTYaIbHBIX
KOHCYJIbTAIUM.
YueOHast ayTuTOpus JJIs MPOBEICHUS 3aHATHIA
TEKYIIETO KOHTPOJS U  IPOMEXKYTOUHOM
aTTecTaluu
3-705
YyeOunas aynutopus AJis poBeneHns 3aHATuil | CTOIbl  yYeHHYECKHe JIByXMECTHhIE
JEKIIUOHHOTO TUMA. YUeOHast ayquTOpus IS | CTYJbs, CTOJ MPENOAaBaTeIbCKHMA , CTYI
MPOBEJCHUS 3aHATHUH CEMHUHApPCKOTO THIA. | MPENoJaBaTeIbCKUN , JOCKA ayAUTOpHAs
VYuebnast  aymuTopwss IS KYpCOBOTO | (MenoBasi), kadeapa HamoJIbHAs, IPOEKTOP,
MPOCKTUPOBAaHUSL (BBIMOJTHEHUS KYPCOBBIX | 9KPaH BBIKATHOM.

4 pabor). YueOHas aynuTopus i TPOBEICHUS
TPYIIOBBIX u WHUBUYaIbHBIX
KOHCYJIbTallui. YdeOHasi ayauTopust IS
MPOBEJICHUS 3aHSITHH TEKYIETO KOHTPOJS W
MIPOMEKYTOUYHOM aTTeCTallUH.
J1-402
JlaGopatopus "TexHochepHas 6e3omacHOCTh. | CTONBI YYCHUYECKHE JTBYXMECTHBIC, CTOJ
31aHus, COOPY>KEHHUSI M X YCTOMYHUBOCTH MPU | MPENOoAaBaTeIbCKUA. , CTyN
noxape". MpernoaaBaTeIbCKUM, CTYNb YICHUYECKHE,
YyeOHas aymuTopus AJis IPOBEICHUS 3aHATHI | IOCKa ayTuTopHas (MenoBasi), mkad, CTeH
CEMHUHApPCKOTO THTIA. IUTS pa3MEeIIeHUs] TOKYMEHTOB TI0 OXpaHe
YyeOnass  ayautopusi s KypCOBOIO | TpyZa, MOXKapHON 0€30MacHOCTH, CTON IS
MPOCKTUPOBAHUS (BBITOJHCHUS KYPCOBBIX | MAaHEKEHA, MAHEKCH, TOHOMETP

5 pabor). MEXaHUYECKUH, TOPC PEaHUMALMOHHBIN,
YyeOnass  ayautopust JUid  IPOBEACHHS | TPEHAXEpP JUIsl MOCTAHOBKH KJIU3MBI U B/M
TPYIIOBBIX u WHIUBUIYAIbHBIX | HHBEKIIUH, TpPEeHAXep CepAle-JIeTKue u
KOHCYJIbTAIU MO3TOBOM peaHumanuu Makcumym 2-01,

VYueOHast aymuTOpHs IS TPOBEACHUS 3aHATHI
TEKYILET0 KOHTPOJS MW  HPOMEKYTOYHOU
arrecranuu. VHCTUTYT HMHXEHEPHOH U
9KOJIOTHYEeCKON 6e3011acHOCTH

J1-403

HOCHUJIKM CAHUTapHbIE., CEKYHIOMEP




HaumeHoBaHue 000py10BaHHBIX Yy4YeOHBIX
Ka0MHEeTOB, JadopaTopuii, MacTepCKUX M

Ne ap. 00beKTOB s NpoBeAeHust
n/n | NPaKTH4YeCKHUX U JIA00OPATOPHBIX 3aHATHIA, Hepeuent, ocnoBHOro 06opyoBanus
noMeIe HMi /151 CAMOCTOATEeJIbHOMH PadoThI
o0yyaromuxcsi (HoMep ayAM TOPHH)
JlabopaTopus "Texnocepnas 6e3onacHOCTh. | CTONBI yYeHHYECKHE JBYXMECTHBIE. CTOI
ABTOMaTU3MPOBAaHHBIE CUCTEMBI YIPABICHUS | IPENOJaBATEIbCKUM, CTYI
u cBa3u. [Ipou3BOJACTBEHHAs M TOKapHas | MPENOJABATEIbCKUMN, CTYIbs yIEHHUUYECKHUE
aBTOMaTHkKa'". , JOCKa aymuTopHas (menoBas), ImKad,
VYueOHast ayTuTOpHs I TPOBEACHUS 3aHATHI | CTEH JJIsl pa3MEIIeHHUs JOKYMEHTOB IIO
CEMHUHapPCKOro TUIIA. OXpaHe Tpyza, MOKapHOH Oe30macHOCTH,
VYueOHast ~ aymuTopusi Ui KYPCOBOTO | CTEHJ Ul pa3MEIIeHUsT W XPaHCHUS
IPOEKTUPOBaHUS (BBINOJHEHUS KYpPCOBBIX | TaOOpAaTOPHBIX  MPHHAUIEKHOCTEH MO
pabor). mucuumuinHe «lloxkapHas 0e30macHOCTHY,
6 VYuebnast aymutopus Ui npoBeAeHHusd | orHeTyumTens OYbB-7, mecoyHuna MuHH,
TPYIIIOBBIX u WHIUBUIYaJIbHBIX | IPOTHBOra3bl B  CyMKe ,  y4deOHo-
KOHCYJIbTAI[u i nabopaTopHoe o0opynoBaHue
VYyeOHnas aynuTopus AJis IPOBEICHUS 3aHATUH | « ABTOMaTHuecKas cucrema
TEKYLIEr0 KOHTPOJS M IPOMEXYTOUHOH | MOXKApPOTYLIEHUS», Yy4eOHO-I1abopaTopHOe
aTTEeCTaIlUU. obopymoBaHue "OxpaHHO-TIO)KapHas
J1-405 curHamm3anuga" crenn «Curmammusanus
M0’KapHO-OXpaHHAsl CUTHAIM3ALUS, CTEH]
«OpocuTtenu aBTOMAaTUYECKHE CHUCTEMBI
MOKapOTYILEHU S
JlabopaTopus "TexnocdepHas | CTOIbl ydeHUUYECKUE JABYXMECTHBIE, CTOI
Oe3omacHOCTh". MIPENoIaBaTeNbCKU, CTYIN
VYueOHast ayTuTOpHs U1 IPOBEACHUS 3aHATHH | IPenoaBaTeIbCKUM, CTYIIbsl YIEHUUYECKUE,
CEMHUHAPCKOro TUIA. J0CKa ayaAuTOpHas (MesnoBas), mKkad, cTeHs
VYuebHast ~ ayauTopusi Ul KYpPCOBOTO | JUIsl pa3MEIIeHHs] JOKYMEHTOB IO OXpaHe
IIPOCKTUPOBaHMUS (BBIIOJIHEHUs KYPCOBBIX | TpyZa, MOKapHOH 0€30MacHOCTH, IKpaH Ha
7 pabor). tpenore Da-Lite Versatol 152x152 ,
YyeOnas  ayautopus Uil mpoBeneHus | mpoektop Ne265910 Acer P1, HoyrOyk
IPYIIOBBIX U uaauBUyanbHeIX | Ne6512 BWL HP Compag nx 7300 CM-430
KOHCYJIbTaIl[ui -, CTEHJl JUld pa3MELIEHUs HOPMaTHBHBIX
VY4eOHast ayTuTOPHS IS IPOBEJCHUS 3aHATHI | TOKyMEHTOB o JUCIUIUIMHE
TEKYLIEro KOHTPOJs M HPOMEXYTOUHOH | «be3onacHOCTh rpy30n0/IbEMHBIX MAIMH U
aTTeCTalUu. MEXaHHU3MOB»., CTE€HJ K JabopaTOpHOU
J-407 pabote Ne 2 «bpakoBka KaHATHBIX CTPOII.
JlaGopaTopus "TexnocdepHas | CTOIBl y4eHUYECKHE JIByXMECTHBIE, CTOI
6e30macHOCTh". MIpenoIaBaTeNbCKU, CTYIN
VYueOHast ayTuTOpHs Ul IPOBEACHUS 3aHATHI | MPEnoIaBaTeIbCKUM, CTY/Ibsl YHEHUUECKHUE,
CEMHHAPCKOT0 TUTIA. JOCKa ayauTopHas (MmenoBas), mKad,
VYuebnast ~ aymuTopuss  JUIs  KypcoBoro | tym0a Ha kosecukax, cteHa "Cpernctsa
IIPOCKTUPOBaHUS (BBIIOJIHEHUS KYpPCOBBIX | MHIMBUAYalIbHON 3alMThl", CTEHX Ul
8 pabor). pasMelieHust JTOKYMEHTOB II0  OXpaHe
VYuebHasg  ayguTopus  AJs8  IPOBEAEHUs | TpyZAa, IHOXKapHOH O€30MacHOCTH, CTEH.
TPYIIIOBBIX u WHIUBHUIYaIbHBIX | «Marepuansl ¥ OTXOJbDY, MAarHUTHBIC
KOHCYJIbTalui JIOCKH Ha KOJIECHKaX

YueOHast ayTuTOpus JJIs POBEICHU S 3aHATHIA
TEKYILIETO KOHTPOJISI M INPOMEXKXYTOYHOU
aTTEeCTallUU.




n/n

HaumeHoBaHue 000py10BaHHBIX Yy4YeOHBIX
Ka0MHEeTOB, JadopaTopuii, MacTepCKUX M
ap. 00beKTOB s NpoBeAeHust
NPAaKTHYEeCKUX M Ja00OPATOPHBIX 3aHATHH,
noMeIe HMi /151 CAMOCTOATEeJIbHOMH PadoThI
o0yyaromuxcsi (HoMep ayAM TOPHH)

IlepeyeHb OCHOBHOTO 00OPY/IOBAHU S

J1-408

JlaGoparopus
Oe3omacHoOCTR".
YyeOHast ayTuTOpus IJIs POBEICHUS 3aHATHIA
CEMHHAPCKOT0 TUTIA.

YyeOHnass  ayauropuss  JIi  KypCOBOTO
MPOEKTUPOBaHUS (BBINOJIHEHHUS KYpPCOBBIX
pabor).

YueOnass  ayautopus
TPYITITOBBIX 51
KOHCYJIbTALIU/
VYueOHas aymuTOpHs AJIs1 POBECHUS 3aHITHIA
TEKYHIET0 KOHTPOJISI W IPOMEXYTOUYHOU
aTTeCTalMu.

J1-410

"TexaochepHas

JJIA IMPOBCACHUSA
UHAWBUAYAJIbHBIX

Cronbl yYeHHYECKUE JIBYXMECTHEIE,
Mpeno1aBaTeIbCKUT,
IpenoaaBaTeIbCKUi., CTYJIbsI
y4EeHUYECKHUE, JIOCKa ayauTOpHAs
(menoBas), mKad, CTCH. Ul pa3MeIeHUs
JOKYMEHTOB IO OXpaHe Tpyla, MoKapHOU
0e3onmacHocTH, cTeHn «Hu3KoBombTHAsS
3alMTHAS amnmaparypay, mkad
pacnpeaenuTeNbHbIN, CTOMKA c
W30JUPYIOIMMH  [TaHraMu (6 [ITaHr),
CTEH]{ HCTIBITATEIIbHBII (mToBas),
OTHETYILMTENb -., CTEH] « DIIEKTPOCXEMBD»,
CTEHJ TPOBEPKU SIEKTPOUHCTPYMEHTOB
CIIDU-1, crenn «Bunel nammy, cTeHn
«3anmMTHBIE CPENICTBA U MPUCTIOCOOTCHUS,
ycTaHoBKa  JlabopatopHas  «Mogenb
3JIEKTPOBUTATEIIS, CTEH]T
«Hu3K0BONMBTHAS 3aIIMTHAS arapaTypa»

cTon
CTYIN

10

YyeOHast ayTuTOpHs JJIs IPOBEICHU S 3aHATHIA
JIEKIIMOHHOTO TUIA. YueOHast ayAuTOpHs IS
MPOBEJICHUSI 3aHSATUM CEMHUHAPCKOrO THIIA.
YueOnass  ayguTopusi A KYpCOBOTO
MPOCKTUPOBAHUS  (BBIMTOJHEHUS KYPCOBBIX
pabot). YueOHas aynutopust JUisi TPOBEACHUS
IPYIIOBBIX " VHJIABUAYAJIBHBIX
KOHCYJbTAIlMH. YdeOHas ayauTopus IS
MIPOBEJCHUS 3aHATUUA TEKYIIEro KOHTPOJSA U

IIPOMEKYTOYHON aTTECTALNH.
J-413

Croiibl yueHUYECKHE ABYXMECTHBIE , CTOI
IPenoaBaTebCKUH, CTYN
HpCHOHaBaTGHBCKI/Iﬁ, CTYJIbAd YYCHUYCCKUC,
J0CKa aynuTopHas, Kadeapa HamojbHasd,
MIPOEKTOP MOJIBECHOM, JKpaH (c
ABTOMATHYECKUM IMPUBOJOM), CHCTEMHBII
OJIOK .
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